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Quick Quiz

Mhich of the following best describes
= your password :

Is based on common dictionary words
Is based on common names

Is based on user/account name

Is short (under 6 characters)

Relatives name, Pet’s Name etc
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Most Common Passwords

Open Sesame

Most popular passwords of the past 4 years

O 0 =~ 0 N1 b W N =

o

2011

password
123456
12345678
qwerty
abcl23
monkey
1234567
letmein
trustnol
dragon

Source: SplashData
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2012

password
123456
12345678
abcl2s
qwerty
monkey
letmein
dragon
111111
baseball

2013

123456
password
12345678
qwerty
abcl23

123456789

111111
1234567

iloveyou
adobel23
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2014

123456
password
12345
12345678
qwerty
123456789
1234
baseball
dragon
football

The Wall Street Journal



JB Nagar Study Circle maitrichheda@gmail.com 5



1 - - \E
Al |1
B e T e . R

] T 3 1 A By b -

#;1‘

o
ey

haracteristics of weak passwords

R

( Reversed

“terces”

,/”\‘

" Are based on

™,

/’ﬂ\

oras N \

with SOOI Mixed
vowels dictionary case )

removed words “SeCreT’
N\ “scrt” '

. ' S b

Eg: secret

Symbol
Replacement)
3 “Secret”
\
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haracteristics of weak passwords

Someone discovered my

PASSWORD.

Now | have to rename my dog.

based on
common common
names eq. keyboard
Pets patterns
(e.g.,
“gwerty”)
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| CHANGED ALL MY PASSWORDS TO
"INCORRECT".
. PASSWORD

1S B XXX

SO WHENEVER | FORGET, IT WILL TELLSS
ME *YOUR PASSWORD IS INCORRECT." J

based on Short (under
user/account 8 characters)
identifier
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haracteristics of weak passwords

85% of my time online is spent clicking
‘forgot password" links.

Difficult to
Remember

JB Nagar Study Circle

id | username |password passwordHint
1|admin 1337 k3wl dud
2 |pumpkin2? [ halloween | my favorite holiday
3 [johndoe queen Freddie Mercury's band
4 |alexa45 password |password
S5|guy 123456 NULL
6 |[maryjane |queen I'm one!
7 |dudson123 |halloween|scary movie!

composed
of single
symbol

type (e.g.,
all
characters)
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Weak Password Practices

PassvvOords Are Like Lindervweanr

FPassiwpords are like anderusear...
Change yours Often.

FPassuords are [ike undderu)ear...

>onte share them
with Friends.

Passwords are
like underusear...
ThHho fongor, ctho
better.

Passworcls ares e
LUmaderuEar...
Be mysterious.
Passwords are like
underuwear...
Don't leave Tours
IYing aroLand.
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Weak Password Practices

My password j— | N0, we just
is so strong P read it off the
nobody can sticky note
guess it! you have on
I:_.rr:rur monitor.
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& * Strong Passwords
' contain at least one of

i each of the following:

* Digit (0..9)
. e Letter (a..2)
. * Punctuation

e Symbol (e.g., !)

e Control character
(e.g., Ns, Ctrl-s)
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Sorry, but your password

must contain an uppercase e

etter a number, a
hieroglyph, a feather
from a hawk and
the blood of a

: . 14
unicom, {/ ,
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Strong Passwords

To be vr not — —

— are based on a verse bo Yo dhat & (2 headBbitd

#e.g., passphrase) Wb et il gt ¥
rom an obscure work | 0

where the password
is formed from the
characters in the
verse

e e.g., “tiagdfm”
derived from the First | J'
letter of each word of JF
your favorite phrase [T
etc (eg. Today is a
good day for me) d

o

* sometimes referred to
as a virtual password
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Tips
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Top 10 Password Vaults

DashLane 3.0

LastPass 3.0

Sticky Password

RoboForm Everywhere 7

Keeper Password Manager & Digital Vault 8
RoboForm Desktop 7

Authentic8 Silo

LogMeOnce Password Manager Ultimate

O 0 N O Lk WWDHNRE

Password Genie 4.4
10. Zoho Vault
11. Random.org
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Botnets :A botnet is a collection of compromised computers
often referred to as "zombies" infected with malware that
allows an attacker to control them.
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Security Threats And Attacks

Phishing : Phishing is the attempt to acquire sensitive
information such as usernames, passwords, and credit card
details (and sometimes, indirectly, money), often for
malicious reasons, by masquerading as a trustworthy entity
in an electronic communication.

—

S o b,

FPasawcrd: |
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Vishing : Vishing is the act of using the telephone in an
attempt to scam the user into surrendering private
information that will be used for identity theft. The scammer

usually pretends to be a legitimate business, and fools the
victim into thinking he or she will profit.
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Security Threats And Attacks

% SMiShing is a security attack in which the user is tricked into
_ | downloading a Trojan horse, virus or other malware onto his
‘e cellular phone or other mobile device. SMiShing is short for
=~ "SMS phishing.”

. < Messages NatWest Detail
1OrgeLl 1o acuvdalie 1L oy canny
the number on your card.

23 Feb 2013

NatwWwest: Remember to activate
your new credit card. Just call
0845 835 4483 and you can

E start using your new card - it

1‘ couldn't be easier!

S

yO0PS!
You should have thought twice before
clicking on this link!

27 Feb 2013 1

Click the blue arrow ta learmn how to
avoid the dangers that could have put
you and your organization at risk?

il

NatWest: We've noticed that
your new credit card hasn't
been activated yet. Please call
0845 835 4483 to confirm that
your card arrived safely. Thank
you.

- 4

We have identified some
unusual activity on your Online
Banking. Log In via the secure
link http://79.170.198.70/
default.aspx to avoid account
suspension.
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Security Threats And Attacks

Password Hacking Attacks :Most successful attacks are based
on

e — DICT IONARY AT T ACKS

e

— Dictionary attacks ! Brute Force

— Brute Force Attacks

= (iuess every possible
password
* Depending on the length and
[ : 18
complexity of vour
prssw ord, this can take ime

— OpenSesame Attacks

= I it takes an infeasibly long
time 1o find your password,
wour may be safe

o
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Security Threats And Attacks

Ways to reduce Your risk:
— Remain vigilant and inquisitive
— Be aware that your password keystrokes may be observed by others

— Confirm authorization and establish trust before releasing any
important information

— Use Strong Password Techniques
— Change Passwords Regularly
— Have a strong Firewall,IDS,IPS and UTM

¥

STEP 1
IDEMTIFY STEP 2
PREPARE

RAPID
DETECTION
AND
RESOLUTION
MODEL

[a]

STEF 4
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